
Xxxxx Xxxxxxxx
Russian Federation, 000000, Moscow Region, Xxxxx, Xxxxxxxxx street, house 00, flat 00.

Phone:  +0-000-000-00-00 

E-mail:  xxxxxxxxxxxx@gmail.com
Objective

A senior-level position in back-end software development.

Summary

Over 8 years of software development experience in IT security area. Have experience of working as a part of a team, participating in projects from the beginning and joining existing projects. Participated in development of multi-tier application, multi-threaded applications, system software and software development kits.
Technical Skills
Operating Systems: Windows 2000/XP/2003 Server/Vista/2008 Server/7
Programming Languages: C, C++, C#, JavaScript, Delphi, Assembler
Libraries: STL, boost, log4net, NHibernate, Spring Framework, NUnit

Networking: TCP/IP, Sockets, WinInet, WinPCAP

Technologies: Multithreading, Windows API, NET Framework 3.5, .NET Remoting, .NET Reflection, Windows.Forms, ADO.NET, Object-relational mapping, XML/XSD/XSL, COM.

Cryptography: Asymmetric and symmetric encryption, Digital signatures, Hashes, ASN.1, Crypto API

DBMS: Oracle client development, ODP.NET, Interbase/Firebird client development, Interbase/Firebird server development, SQL

Software: Microsoft Visual Studio 6.0/2005/2008, IIS, Subversion, CVS, Altova XML Spy, ReSharper, TestDriven.NET, IDA Pro, Compuware Driver Studio, Microsoft Kernel Debugger, Doxygen
Web Technologies: ASP.NET, AJAX, Web services, HTML, CSS
Work Experience

06.2009 – present   Senior Developer, xxxxxxxxxxxxxx, Moscow, Russia

Participated in development of cryptography-based tickets authentication system, which main purpose is to detect fake tickets on suburban railroad lines. In addition to that, upgraded functionality of existing products.
Achievements:

· Designed and coded fully-functional prototype of the tickets authentication system, which was successfully presented to the customer
· Developed test cases, test scenarios and automated test programs

· Implemented several features concerning PKCS#7 (RFC2315) digital signatures.
· Developed Timestamping Protocol (RFC 3161) client library and integrated it into existing products

02.2001-05.2009    Senior Developer, xxxxxxxxxxxxxxxxx, Moscow, Russia

Started working as Junior Developer, then was promoted to Developer, and later – to Senior Developer. At the beginning, coded using Delphi, then switched to C++ and later started using Microsoft .NET Framework with C# parallel to that. 
Major projects:

“Network Monitoring System” – distributed application that allows network administrators to gather information (such as installed software and hardware, network settings, etc.) about computers in the network, and monitor user actions (such as process startup, device access, etc.). This application was successfully used in very large enterprise networks (about 20000 hosts).

Achievements:
· Developed architecture of particular components of the system.

· Led a team of 3 developers

· Implemented business logic layer and data access layers

· Developed web services for integration with 3rd party systems

· Created system information retrieval and user actions monitoring modules

· Developed several simple Windows drivers to monitor user activities on kernel level 

· Created unit tests 

· Wrote developers and end-user documentation

“Network Security Scanner” – program that scans network, detects network hosts and services, and checks if they are vulnerable to hackers’ attacks. 
Achievements:
· Developed multithreaded network scanning core

· Wrote SQL queries and stored procedures.

· Created network scanning and vulnerability detection modules

· Created graphical user interface

· Wrote developers and end-user documentation

Education and Certification

BS in Computer Science, Moscow State University of xxxxxxxxxxxxxxxxxx, 2004
Microsoft Certified Technology Specialist: .NET Framework 2.0 Web Applications, 2008


